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THIRD SECTION
DECISION
AS TO THE ADMISSIBILITY OF

Application no. 9940/04
by Jan HermaBRINK S
against the Netherlands

The European Court of Human Rights (Third Sectisitdng on 5 April 2005 as a Chamber
composed of:

Mr B.M. Zuparti¢, President
Mr L. Caflisch,
Mr C. Birsan,
Mrs M. Tsatsa-Nikolovska,
Mrs A. Gyulumyan,
Ms R. Jaeger,
Mr E. Myjer,judges
and Mr M. Villiger, Deputy Section Registrar

Having regard to the above application lodged dmaBch 2004,
Having deliberated, decides as follows:
THE FACTS

The applicant, Mr Jan Hermdrinks, is a Netherlands national who was born in 195¥ an
lives in Groningen.

A. The circumstances of the case
The facts of the case, as submitted by the applicaay be summarised as follows.

Between 1987 and 1990 the applicant lived in theraa Democratic Republic (“the GDR”),
where he carried out academic research for a tisgar. During his stay in the GDR, he also
worked as a freelance journalist for Dutch dailg areekly papers. Like most aliens from
capitalist countries living in the GDR, the appfitavas kept under surveillance by the GDR
intelligence authorities.

After his return to the Netherlands in 1990, thpliant suspected that he had attracted the
attention of the then Netherlands National Seci8#yice Binnenlandse Veiligheidsdienst
“the BVD”) as he had the impression that his tet@phconversations were being intercepted.



After obtaining anagna cum lauddoctorate degree in 1991, the applicant was urtalflad
suitable employment in the Netherlands.

According to the applicant, this situation was &dKko the often critical positions he had
adopted in his academic and journalistic work, Wwhite claimed, had considerably irritated
his fellow historians and politicians in the Nethads. He submitted that Netherlands
academics had repeatedly insinuated that he weslaw traveller” of communism. The
applicant suspected that his publications and staffee GDR and the mistrust displayed by
his peers were having a negative effect on hisecgm®spects in the Netherlands. He
therefore decided to move abroad, and worked asearcher and journalist in Germany, the
United States of America and the United Kingdonthist order. The applicant returned to the
Netherlands in 1998.

On 11 January 2000 the applicant requested thesMimof the Interior and Kingdom
Relations Minister van Binnenlandse Zaken en Koninkrijkredatt “the Minister”), to
inform him as to what data were contained in pdsdiles held on him by the BVD.

In his decision of 31 October 2000, with furthediidns in a subsequent decision of 13
February 2001, the Minister stated — referring ttcke 10 8 1 (b) of the Transparency of
Public Administration Act\(Vet Openbaarheid van Bestudfthe WOB”) and the relevant
case-law under this provision of the Administratiegisdiction Division Afdeling
Bestuursrechtspraglof the Council of StateRaad van Stajeand Article 14 of the
Intelligence and Security Services AeVét op de Inlichtingen- en Veiligheidsdien3tenhat
no information would be provided on whether or ti@ BVD held current data about the
applicant, since such a move could give an insightBVD sources, working methods and
current level of knowledge. The Minister had, tliere, treated the applicant’s request as a
request for access to outdated information possiélgt on him by the BVD. Apart from
outdated material from a “sister organisation abdfpao outdated information about the
applicant had been found. After the “sister orgaimi®” had granted permission for
disclosure, the applicant was granted access touttated information in so far as the
contents would not lead to disclosure of BVD sosraeworking methods, or of personal
data relating to third parties.

The outdated information disclosed to the applicamisisted of (parts of) six documents,
including (parts of) two letters in German concegiihe applicant and a copy of a letter the
applicant had written on 7 September 1977 to tH#i®BRrosecutor’s Office at the West
Berlin Regional Court. In the letter, the applicarniticised in virulent terms recent searches
carried out by the German investigating authoritiethe homes of persons referred to by the
applicant as “enemies of the Constitution and o#im&mies” Yerfassungsfeinden und
sonstigen Feindgh The applicant ended the letter with the phrasesth to the ‘German
rule-of-law State” Tod an den “deutschen Rechtsstgat”

Dissatisfied with the limited information disclosele applicant filed an objectiobgzwaa),
which was dismissed by the Minister on 17 Augu€i’20he applicant lodged an appeal
against that decision with the Groningen Regior@alr€@rrondissementsrechtbank
arguing,inter alia, that, as the BVD information about him had apptyebeen gathered
during an investigation conducted in the late sggsnn a Cold War context, the information
could no longer be considered “current” but shansdead be classified as “outdated”.



The applicant’s appeal was dismissed on all pdintone by the Groningen Regional Court
in a judgment of 17 January 2003. With the applisgmermission, as required by Article
8:29 8§ 5 of the General Administrative Law Adidemene Wet Bestuursreehtthe AWB”),
the Regional Court had been given access to undsdIBVD information, without that
information being disclosed to the applicant. Tlregi@nal Court held that one particular
document that had not been disclosed — it beinteanevhether or not it did in fact concern
the applicant although it did have a link with hinshould not have been withheld from the
applicant under Article 16 § 1 of the 1987 Actjtasad not been established that the
document contained personal data relating to d frarty. The Regional Court quashed the
Minister’s decision in respect of the documentdiitg that no adequate reasons had been
given. It did, however, add that — except on the point — it saw no reason to find the
Minister’'s decision incorrect.

On 27 February 2003 the applicant lodged an appéaithe Administrative Jurisdiction
Division of the Council of State.

On 5 March 2003 the Minister took a further deaisgmanting the applicant access to the
document referred to in the Regional Court’s rulrid.7 January 2003 and confirming the
remainder of his initial decision. The applicardded an appeal against the new decision of 5
March 2003.

On 14 January 2004 the Administrative Jurisdictovision — which, with the applicant’s
permission, had also been given access to undesti®¥D information without that
information being disclosed to the applicant — dss®d the applicant’s appeal against the
Regional Court judgment of 17 January 2003, uptiet judgment and dismissed the
applicant’s appeal against the Minister’s deciibb March 2003. That decision, in its
relevant parts, reads:

“2.2. Under Article 3 8§ 1 of the WOB, anyone canlig@ss a request to a public body ... for
information set out in documents concerning a puddiministrative matter. Pursuant to
[Article 3 § 3 of the WOB] a request for informatiavill be granted, subject to the provisions
of Articles 10 and 11 [of the WOB]. Pursuant toiélg 10 § 1 (b) of the WOB, no
information shall be provided which could undermihe security of the State.

2.3. In the [impugned] decision the Minister infadithe appellant that, after a thorough
search of the archives, some outdated informati@hldeen found which was disclosed — in
paraphrased form — to the applicant, and that heraiutdated information on him had been
found. In so far as the appellant’s request coregeourrent information, the Minister gave a
reasoned explanation for not disclosing informatiwat could give an insight into the current
level of BVD knowledge, leaving open whether or aotrent information about the appellant
was being held.

2.4. The Regional Court has concluded that, ..rfdp@am one document]..., it saw no reason
to find the decision [of 17 March 2001] incorrect.

2.5. The appellant disagrees with this conclusicth® Regional Court. According to the
appellant, the BVD holds much more outdated infaiomaabout him than it pretends. In this
connection the appellant refers to the remark énetter of 17 March 1978 — one of the
classified documents disclosed to the appellahetdn investigation of the applicant was
still running. As the Minister qualified the lettef 17 March 1978 as “outdated”, the



investigation mentioned in it should also be regdrds outdated, in his view, with the result
that the documents relating to the investigatioousthbe disclosed to him. The appellant fails
to see why [access t0] this information, which \gathered in the context of the Cold War,
should be refused on the ground that it could givénsight into current sources and working
methods of the BVD. The appellant cannot agree thighRegional Court’s reasoning on this
point.

2.6. This argument fails. Having followed the prdwee set out in Article 8:29 of the AWB,
the Administrative Jurisdiction Division is, lika¢ Regional Court, of the opinion that, apart
from the [one document] disclosed to the appellathe meantime, there is no reason to find
that the [impugned] decision is incorrect. Theraosevidence that outdated information
concerning an investigation of the appellant hasaieed undisclosed. The question whether
the BVD, now the General Intelligence and Secusiyvice Algemene Inlichtingen- en
Veiligheidsdienst “the AIVD], holds information on the appellant wdfi, in view of the
tasks performed by the service, remains of a currature, does not have to be answered. In
this connection, the Regional Court has corredfgmred to the settled case-law of the
Administrative Jurisdiction Division, as it emerdesm, inter alia, the rulings of 14
December 1998 concerning no. H01.97.1354, (Netheésl&dministrative Law Reports
(Administratiefrechtelijke BeslissingeAB 1999, 93) and 1 July 1999 concerning no.
H01.98.1287, (Administrative Case-law Repodisrisprudentie BestuursreghiB

1999/198), which held that the Minister could refritom disclosing information that could
give an insight into the current level of knowledgdd by the BVD, now the AIVD, on the
basis that disclosure of such information couldarmdne the functioning of the service and
hence the security of the State.

2.7. It follows from the above that the appealnfounded. The impugned decision must be
upheld. The appeal directed against the decisiédnNérch 2003 is equally unfounded.”

No further appeal lay against this ruling.
B. Relevant domestic law and practice

Until 1987 the Netherlands intelligence and segig#@rvices were governed by the Royal
Decree of 5 August 1972 regulating the duties, misgdion, working methods and
cooperation of the intelligence and security sawigoninklijk Besluit van 5 augustus 1972,
Stb. 437, houdende regeling van de taak, de orgtiajsle werkwijze en de samenwerking
van de inlichtingen- en veiligheidsdiensten

In its report of 3 December 1991 under forfmerticle 31 of the Convention in the case of
R.V. and Others v. the Netherland®s. 14084/88, 14085/88, 14086/88, 14087/88, 84883
14109/88, 14173/88, 14195/88, 14196/88 and 1419T&8European Commission of
Human Rights found that the provisions of the R@yatree of 5 August 1972 were
incompatible with the requirements of Article 8tbé Convention, in that they lacked
precision and adequate safeguards.

The Royal Decree of 5 August 1972 was subsequegyilaced by the 1987 Intelligence and
Security Services AcW(et op de inlichtingen- en veiligheidsdienstéithe 1987 Act”),

which entered into force on 1 February 1988. Itvmted for two branches of the intelligence
and security services, namely the National Sec&@vice (“the BVD”) and the Military
Intelligence ServiceMilitaire Inlichtingendienst- “the MID”).



Under Article 8 8§ 2 (a) of the 1987 Act, the BVD sventrustednter alia, with the task of
collecting information about organisations or pesswho, by virtue of the aims they pursued
or their activities, gave rise to serious suspisitirat they constituted a danger to the
continued existence of the democratic legal ordeo the security or other vital interests of
the State. It was also given responsibility forrgiag out security screening of public officials
(Article 8 § 2 (b) of the 1987 Act) and promotingasures aimed at securing information
which needed to be kept secret in the interestiseoState and information concerning those
parts of the public service and industry whichthie view of the minister responsible, were of
vital importance to society (Article 8 8 2 (c) bkt1987 Act).

Article 14 of the 1987 Act provided:

“The coordinator and the heads of the [intelligeacsecurity] services are to ensure:

(a) the secrecy of information to be treated assifi@d and of the sources of that information.
(b) the safety of persons with whose cooperatienrformation is being gathered.”

Article 16 of the 1987 Act read, in its relevanttpa

“1. Personal data shall be gathered, recorded andded to third parties by a[n] [intelligence
or security] service only in so far as this isctyi necessary for the performance of its tasks
as defined in this Act.

2. ..

3. The Minister concerned shall, in agreement withMinister of Justice, determine rules
concerning the management of the collections el data that are being held by the
[security] service concerned.

4. The rules referred to in the previous paragsdil at least contain regulations concerning:
(a) the purpose of the collections;

(b) the secrecy of the data recorded therein;

(c) the monitoring of the accuracy of those data;

(d) the length of time for which data may be stored

(e) other grounds for the removal of data fromdbkections;

(f) the destruction of removed data.

5.7

The Minister of the Interior, in agreement with ¥Menister of Justice, issued the BVD
Privacy RegulationRrivacyregeling BVI), which contained further rules within the meaning

of Article 16 of the 1987 Act. This Regulation ermete into force on 5 July 1988. According to
Article 10 § 1 of the Privacy Regulation, persohewt whom data had been recorded did not



have a right of access to their personal datagibthey have the right to learn whether or not
personal data had in fact been recorded about them.

In two rulings given on 16 June 1994 (one of whias published — see AB 1995, 238), the
Administrative Jurisdiction Division found that tpeovisions of the 1987 Act fell short of the
requirements of Articles 8 and 13 of the Conventlbfound that the provisions of the 1987
Act did not comply with the requirement of foresgidty under the Convention with regard
to the categories of persons about whom informaterid be collected, the circumstances in
which information could be collected and the medas could be used for obtaining
information. It further considered that a persorowlad been refused access to information
should be given reasons for such refusal insteaogeieral statement referring to national
security. It also found that the two existing cohtnechanisms could not be regarded as
effective in that the National Ombudsman did notehne power to give any binding
decisions and the Standing Committee on Intelligearad Security Services of the Lower
House Yaste Kamercommissie voor de inlichtingen- englegdidsdiensten uit de Tweede
Kame)) did not have a statutory basis.

Consequently, the Minister of the Interior couldlanger determine requests for access to
information under the BVD Privacy Regulation, batho apply the criteria of the
Transparency of Public Administration Act (“the WQIh dealing with such requests. This
meant that each request for access to informatdrid be examined on an individual basis
and that reasons had be given in the event ousakf

Article 3 88 1 and 3 of the WOB reads:

“1. Anyone can submit a request for informationteamed in documents about a public
administration matter to a public administratiompor to an institution, service or company
working under the responsibility of a public adrstnation body.

3. A request for information shall be granted sabje the provisions of Articles 10 and 11
[of the WOB].”

Article 7 of the WOB provides:

“1. The public administration body shall provide tinformation in respect of the documents
that contain the requested information by

(a) providing a copy thereof or providing the canigeword for word in another form,

(b) allowing access to the contents,

(c) providing an excerpt or a summary of the cotsteor

(d) providing information therefrom.

2. In the choice between the various forms of imfation referred to in the first paragraph,
the public administration body shall take into aguiothe petitioner’s preference and need to

ensure smooth operation of its activities.”

Article 10 § 1 (b) of the WOB states:



“No information shall be made available under #d$ in so far as this: ...
(b) might undermine the security of the State;”

Proceedings under the WOB are governed by the goma of the General Administrative
Law Act (“the AWB?”). Article 8:29 of the AWB provies:

“1. Parties who are obliged to submit informatiordocuments may, when there are
substantial reasons for so doing, refuse to prowifbemation or submit documents, or inform
the court that it alone may take cognisance ofrif@mation or documents.

2. Substantive reasons shall in any event not appdypublic administration body in so far as
the obligation exists, pursuant to the Transparefidublic Administration Act, to grant
requests for information contained in documents.

3. The court shall decide whether the refusalroitéition on taking cognisance referred to in
the first paragraph is justified.

4. Should the court decide that such refusal isfied, the obligation shall not apply.

5. Where the court decides that the restrictiota&ing cognisance is justified, it may, with
the permission of the other party, give a rulinglom basis of, among other factors, the
information or documents concerned. If permissionthe other party] is withheld, the case
shall be referred to another bench.”

In the light of the rulings given on 16 June 1994 the Administrative Jurisdiction
Division, the Netherlands Government decided toeutatke a comprehensive review of the
statutory rules governing the Netherlands intefiigee and security services. This resulted in
the enactment of the Intelligence and Security iBesvAct 2002 which entered into force on
29 May 2002, replacing the 1987 Act. The 2002 Aatvmes for two intelligence and
security agencies, the General Intelligence andif8gcService Algemene Inlichtingen- en
Veiligheidsdienst “the AIVD”) and the Military Intelligence and Serity Service Kilitaire
Inlichtingen- en Veiligheidsdienst“the MIVD”). The AIVD's tasks are set out in Acte 6 8
2, and those of the MIVD in Article 7 § 2 of the@®DAct. The Act also contains detailed
provisions on the categories of persons about wihafiormation may be collected, the
circumstances in which information may be collectdte means that may be used for
obtaining information and the manner in which imf@ation may be recorded.

The 2002 Act further provides for an independenpe®visory Board Commissie van
Toezich), entrusted with the task of monitoring the lawfss of the activities of the
intelligence and security agencies. Pursuant tacl&rt73 of the 2002 Act, the Ministers
concerned, the heads of the agencies, the ofetialisted with the task of coordinating the
policies and activities of the AIVD and the MIVDnéall other officials involved in activities
under the 2002 Act, are obliged to provide the 8upery Board with any information and
cooperation which the Board considers necessatlhig@erformance of its tasks. The 2002
Act also provides for the possibility for individsao request access to information held on
them or their deceased spouse, partner, child mnpaArticle 57 of the 2002 Act provides
that the Regional Court of The Hague has jurisoictio hear appeals against decisions
refusing access to such information.



COMPLAINTS

The applicant complained that his right to priveeey guaranteed by Article 8 of the
Convention had been violated since, despite thegdth circumstances resulting from the
ending of the Cold War, he had been granted oniitdid access to information held on him
by the BVD that had been gathered since at lea&t.19

The applicant further complained under Article XGhe Convention that his freedom of
expression had been and continued to be seriousigiled by virtue of the fact that, owing in
all probability to the activities of the BVD, hewd not find employment in the Netherlands
despite holding anagna cum lauddoctorate degree.

THE LAW

1. The applicant complained under Article 8 of @envention that he had been granted
only limited access to information gathered on hmd held by the BVD.

Article 8, in its relevant parts, provides:
“1. Everyone has the right to respect for his giev... life ....

2. There shall be no interference by a public ety with the exercise of this right except
such as is in accordance with the law and is hacgds a democratic society in the interests
of national security ... .”

The Court reiterates that the storing by a pubilitharity of information relating to a
person’s private life, the use of it and the refusadisclose that information to the person
concerned amount to an interference with the righhéspect for private life secured in Article
8 8§ 1 of the Convention (sé&®taru v. Romani§GC], no. 28341/95, § 46, ECHR 2000-V).

As it is clear in the present case that the BVDQvelormation about the applicant and that
he was granted only limited access to that infolonatthere was an interference with the
applicant’s right to respect for his private lifes guaranteed by Article 8 § 1. Such
interference constitutes a violation of Article Bless it is “in accordance with the law” as
required by the second paragraph, pursues an aamgrthat are legitimate under Article 8 8
2 and is “necessary in a democratic society” ireotd achieve that aim.

As regards the decision to limit the applicant’'sess to the information held on him by
the BVD to outdated information which did not cantpersonal data relating to a third party
and was not such that it could give an insight B¥D sources, working methods and current
level of knowledge, on the basis that disclosureswth information could undermine the
functioning of the BVD and hence the security &f Btate, the Court notes that the decision
was based on Article 10 8§ 1 (b) of the WOB readanjunction with Article 14 and Article
16 § 1 of the 1987 Act and the case-law of the Ausivative Jurisdiction Division under
Article 10 § 1 (b) of the WOB.

The applicant has not asserted that the impugneidide was not “in accordance with the
law” or that it lacked the legitimate aim of praieg national security, and the Court sees no
reason to find that the decision at issue, base@lrobcle 10 8 1 (b) of the WOB, fell short of
those two requirements.



As regards the remaining question whether the ditioih of the applicant’s access to
information held on him by the BVD was “necessanyai democratic society”, the Court
reiterates that the notion of necessity implieg tha interference corresponds to a pressing
social need and, in particular, that it is propmréte to the legitimate aim pursued. It further
reiterates that — although the national authoriiepy a certain margin of appreciation in
assessing the pressing social need in a particalse — there should exist adequate and
effective guarantees against abuse, since a systesecret surveillance designed to protect
national security entails the risk of underminingewen destroying democracy on the ground
of defending it (seéeander v. Swedejudgment of 26 March 1987, Series A no. 116,5. 2
88 58-60).

In order for systems of secret surveillance to loenmatible with Article 8 of the
Convention, they must contain safeguards estaldislydaw which apply to the supervision
of the relevant services’ activities. Supervisiorogedures must follow the values of a
democratic society as faithfully as possible, imtipalar the rule of law, which is expressly
referred to in the Preamble to the Convention. Tlle of law implies,inter alia, that
interference by the executive authorities with adividual’s rights should be subject to
effective supervision, which should normally bereat out by the judiciary, at least in the last
resort, since judicial control affords the bestrgméees of independence, impartiality and a
proper procedure (sé¥otary cited above, § 59).

The Court notes that, in the present case, thenr#tion withheld from the applicant by
the Minister on the basis of Article 10 § 1 (b)tbé WOB was made available — with the
applicant’s permission — to the Groningen Regiddalirt as well as to the Administrative
Jurisdiction Division without that information bgrpassed on to the applicant, in order to
allow those courts to assess whether or not amynrdtion had been unjustly withheld by the
Minister under Article 10 8§ 1 (b) of the WOB.

In its judgment of 17 January 2003 the Regional r€oancluded that, apart from one
document which was subsequently disclosed to thkcapt, the Minister had taken a correct
decision. This judgment was upheld by the Admiaiste Jurisdiction Division on 14
January 2004.

The Court considers that the supervision carrietl mu the Regional Court and the
Administrative Jurisdiction Division constitutesfesftive judicial control which meets the
requirements of Article 8 8§ 2 of the ConventionrtRar, having regard to the margin of
appreciation enjoyed by it, the Court accepts that Netherlands State was entitled to
consider that in the present case the interestzatbnal security in withholding from the
applicant information that might give an insightairihe Netherlands intelligence and security
agency'’s sources, working methods and current lefviehowledge outweighed the individual
interest of the applicant in being granted fullesxto any undisclosed information possibly
held on him by the agency.

Consequently, the Court concludes that the decigidimit the applicant’s access to the
information held on him by the BVD to outdated imf@tion that did not contain any
personal data relating to third parties and wassooh that it could give an insight into BVD
sources, working methods and current level of keogé cannot be said to have been
disproportionate to the legitimate aim pursued @&ad, therefore, “necessary in a democratic
society” within the meaning of Article 8 § 2 of t@®nvention.



It follows that the facts of the present case dodimeclose any appearance of a violation of
Article 8 of the Convention, and that this partteé application must be rejected as being
manifestly ill-founded pursuant to Article 35 8&8d 4 of the Convention.

2. As regards the applicant’s complaint under odtil0 of the Convention, which
guarantees the right to freedom of expressionCihrt is of the opinion, even assuming that
the applicant has exhausted domestic remediessjece of the complaint as required by
Article 35 § 1 of the Convention and in so fartdsas been substantiated, that there is nothing
in the case file to indicate that the applicanights under this provision have not been
respected.

It follows that this complaint must also be rejectas being manifestly ill-founded,
pursuant to Article 35 88 3 and 4 of the Convention

For these reasons, the Court unanimously
Declaresthe application inadmissible.

Mark Villiger BoStjan M.zupANCIC
Deputy Registrar President

! On 5 September 1977 the German industrialist MKMHSchleyer was kidnapped by the so-
called Red Army Faction (also referred to as thadg@a-Meinhof Gang), a notorious extreme
left-wing terrorist group whose members had begolired previously in the murder of

public figures, the blowing-up of buildings andank robberies, for idealistic motives. The
kidnapping of Mr Schleyer triggered extensive iigggions in left-wing circles, including
house searches.

% The term “former” refers to the text of the Contien before the entry into force on
1 November 1998 of Protocol No. 11 to the Conventio
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